	



Data Processing Agreement

This Data Processor Agreement is dated <<insert date>>
Parties
(1) 
[Insert your full company name] incorporated and registered in the Republic of Ireland with company number [insert your company number] whose registered office is at [insert your registered office address] (Controller)

(2) 
[Insert full company name of the Processor] incorporated and registered in [insert country in which processor is registered] with company number [insert processor company number] whose registered office is at [insert Processor registered office address] (Processor)

Background:
(A)  
The Controller and the Processor entered into [insert name of services agreement under which to processor is providing the services e.g. payroll agreement] on [insert date] (Services Agreement) that may require the Processor to process Personal Data on behalf of the Controller.

(B)  
This Processor Agreement (Agreement) sets out the terms and conditions on which the Processor will process Personal Data when providing services under the Services Agreement.

Agreed Terms:
1.  
Definitions and interpretation  

The following definitions and rules of interpretation apply in this Agreement.

1.1 
Definitions:

Data Protection Legislation:  all applicable data protection laws in Ireland and the EU including the Irish GDPR, the Data Protection Act 2018 (and regulations made thereunder) (DPA 2018), the EU GDPR and any applicable national implementing laws, regulations and secondary legislation relating to the processing of Personal Data and the Electronic Communications (EC Directive) Regulations 2003 (SI 2003/535).

Data Subject:  an individual who is the subject of Personal Data.

GDPR: General Data Protection Regulation ((EU) 2016/679).
Personal Data:  means any information relating to an identified or identifiable natural person that is processed by the Processor as a result of, or in connection with, the provision of the services under the Services Agreement; an identifiable natural person is one who can be identified, directly or indirectly, in particular by reference to an identifier such as a name, identification number, location data, an online identifier or to one or more factors specific to the physical, physiological, genetic, mental, economic, cultural or social identity of that natural person.

Personal Data Breach:  a breach of security leading to the accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access to, Personal Data transmitted, stored or otherwise processed.

Processing: means any operation or set of operations which is performed on personal data or on sets of personal data, whether or not by automated means, such as collection, recording, organisation, structuring, storage, adaptation or alteration, retrieval, consultation, use, disclosure by transmission, dissemination or otherwise making available, alignment or combination, restriction, erasure or destruction.
Irish GDPR: Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard to the processing of personal data and on the free movement of such data.
1.2 
The Schedules form part of this Agreement and will have effect as if set out in full in the body of this Agreement. Any reference to this Agreement includes the Schedules.

1.3 
A reference to writing or written includes email.

2.   
Processing Purposes  

2.1 
The Controller and the Processor acknowledge that the Controller is the controller, and the Processor is the processor, and that the Controller retains control of the Personal Data and remains responsible for its compliance obligations under Data Protection Legislation.
2.2. 
Where the Processor appoints a subcontractor pursuant to clause 4 below, the Processor shall be a data controller in relation to such processing.

2.3 
The Processor may process the Personal Data categories and Data Subject types set out in Schedule 1 of this Agreement. 
3.  
Processor’s Obligations  

3.1 The Processor shall:
3.1.1   implement appropriate technical and organisational measures in such a manner that processing will meet the requirements of Data Protection Legislation and ensure the protection of the rights of the Data Subject, as further set out below in this Agreement;
3.1.2   only use subcontractors to help with the processing of Personal Data in the circumstances set out in clause 4 below;
3.1.3 process the Personal Data only on documented instructions from the Controller, unless required to do so by Union or Member State law to which the Processor is subject; in such a case, the Processor shall inform the Controller of that legal requirement before processing, unless that law prohibits such information on important grounds of public interest;
3.1.4 ensure that persons authorised to process the personal data (such as its employees) have committed themselves to confidentiality or are under an appropriate statutory obligation of confidentiality;
3.1.5 take the security measures set out in clause 5 below;
3.1.6 taking into account the nature of the processing, assist the Controller by appropriate technical and organisational measures, insofar as this is possible, for the fulfilment of the Controller’s obligation to respond to requests for exercising the Data Subject’s rights as set out in clause 6 below;
3.1.7 assist the Controller in ensuring compliance with the obligations set out in clause 7 below (data breach) taking into account the nature of processing and the information available to the Processor;

3.1.8 at the choice of the Controller, delete or return all the Personal Data to the Controller after the termination or expiry of the Services Agreement and delete existing copies (unless Union or Member State law requires storage of the Personal Data);

3.1.9 make available to the Controller all information necessary to demonstrate compliance with the obligations laid down in Article 28 of GDPR and allow for and contribute to audits, including inspections, conducted by the Controller or another auditor mandated by the Controller; 
3.1.10 assist the Controller in ensuring compliance with the requirement to carry out Data Protection Impact Assessments as set out in Article 35 of GDPR, taking into account the nature of processing and the information available to the Processor; 
3.1.11 designate in writing a Representative in the Union or Ireland as the case may be;

3.1.12 designate a Data Protection Officer if required by Article 37(1) of GDPR and in accordance with the provisions of Articles 37, 38 and 39 of GDPR; and
[Note: There is an obligation on the Controller and the Processor to designate a Data Protection Officer in the circumstances where:
(a) The processing is carried out by a public authority or body, except for Courts acting in a judicial capacity;
(b) The core activities of the Controller or the Processor consist of processing operations which, by virtue of their nature, their scope and /or their purposes, require regular and systematic monitoring of data subjects on a large scale; or
(c) The core activities of the Controller or the Processor consist of processing on a large scale of special categories of data and personal data relating to criminal convictions and offences.]

3.1.13 immediately inform the Controller, if in the opinion of the Processor, an instruction from the Controller infringes Data Protection Legislation. 

3.2 The Processor will promptly comply with any request by or instruction from the Controller to process the Personal Data, or to stop, mitigate or remedy any unauthorised processing.
3.3 The Processor will keep all Personal Data confidential and not disclose such data to third parties unless specifically authorised in writing by the Controller or as required by law.   If the Processor is required by law, court, regulator or supervisory authority to process or disclose any Personal Data, the Processor will first inform the Controller of this and allow the Controller to object or challenge the requirement, unless the law prohibits the Processor from informing the Controller.

4 Subcontractors  

4.1 The Processor may only authorise a third party (“subcontractor”) to process the Personal Data if:

4.1.1  the Processor has obtained the prior written consent from the Controller for each appointment of a subcontractor (or the subcontractor’s name is set out in Schedule A); and [Note: GDPR specifies that a subcontractor shall not be appointed without prior specific or general written authorisation. Specific is better (as per the clause above), but if it needs to be general for some reason, then include the following clause: “where the controller has provided prior general written authorisation for the appointment of subcontractors, the Processor shall inform the Controller of any intended changes concerning the addition or replacement of subcontractors, thereby giving the Controller the opportunity to object to such changes. If the Controller so objects, the Processor shall immediately terminate the appointment of such subcontractor.  If the Processor fails to terminate the appointment of such subcontractor, the Controller may terminate the services agreement with immediate effect without any liability.”]
4.1.2   the Processor has carried out appropriate due diligence on any subcontractor to ensure that the subcontractor can satisfy its contractual obligations; and

4.1.3   the Processor and the subcontractor enter into a written contract containing terms the same as those set out in this Agreement, in particular, in relation to data security measures; and

4.1.4   the Processor maintains control over all Personal Data it shares with the subcontractor; and

4.1.5  the Processor ensures that the subcontractor does not process the Personal Data except on instructions from the Data Controller (unless required to do so by Irish Law and/or Union or Member State law); and
4.1.6  the contract between the Processor and the subcontractor terminates automatically on termination of this Agreement.

4.2 The Processor shall be fully liable for the actions and inactions of the subcontractor and shall be responsible for the subcontractor’s performance of obligations.

5.  
Security  

5.1 
The Processor shall, taking into account the state of the art, the costs of implementation and the nature, scope, context and purposes of processing as well as the risk of varying likelihood and severity for the rights and freedoms of natural persons, implement appropriate technical and organisational measures to ensure a level of security appropriate to the risk, including as appropriate: 
5.1.1 the pseudonymisation and encryption of Personal Data;
5.1.2 the ability to ensure the ongoing confidentiality, integrity, availability and resilience of processing systems and services;
5.1.3 the ability to restore the availability and access to personal data in a timely manner in the event of a physical or technical incident;
5.1.4 a process for regularly testing, assessing and evaluating the effectiveness of technical and organisational measures for ensuring the security of the processing.

5.2 
In assessing the appropriate level of security, the Processor shall take account in particular of the risks that are presented by processing, in particular from accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access to personal data transmitted, stored or otherwise processed.
6. 
Responses to Data Subjects  
6.1 
The Processor will put in place such technical and organisational measures as may be appropriate to enable the Controller to comply with the rights of Data Subjects under Data Protection Legislation, including the right of access, the right to rectification, the right to erasure, the right to restriction of processing, the right to data portability, the right to object to processing and the right to object to automated individual decision making.

6.2 
If the Processor receives any complaint or other communication relating to the processing of the Personal Data or a Subject Access Request from a Data Subject, it must notify the Controller as soon as possible after it receives it and in any event within 3 working days and will provide the Controller with all reasonable assistance in helping the Controller to reply to such communications. 

6.3 
The Processor will provide to the Controller such information as the Controller may reasonably require in order for the Controller to comply with the rights of Data Subjects under Data Protection Legislation. The Processor may not charge an additional amount for fulfilling its obligations under this clause 6.
6.4 
The Processor will provide all appropriate assistance to the Controller to enable it to comply with any information or assessment notices served on the Controller by any supervisory authority under the Data Protection Legislation.
6.5 
The Processor shall not disclose Personal Data to any third party other than at the Controller’s written request or as set out in this agreement or as required by law. 

7.  
Personal Data Breach  

7.1 
If any Personal Data is lost or destroyed or becomes damaged, corrupted, or unusable (“Personal Data Loss”), the Processor will notify the Controller without undue delay (and in any event within 24 hours) after learning of such Personal Data Loss and the Processor shall to the extent possible restore any such data at its own expense. 

7.2 
If the Processor becomes aware of any unauthorised or unlawful processing of the Personal Data or any Personal Data Breach, it will notify the Controller without undue delay (and in any event within 24 hours) including all relevant information such as:
(a) 
a description of the nature of the Personal Data Breach, the unauthorised or unlawful processing and/or the Personal Data Loss, including the categories and approximate number of both Data Subjects and Personal Data records concerned;

 (b)  the likely consequences; and

 (c)  description of the measures taken, or proposed to be taken, including measures to mitigate the impact.

[Note: You should discuss with your Processor what systems and measures they have in place to ensure that they can detect and report data breaches within these timescales.  Your obligation as a data controller is to report a breach within 72 hours of learning of the breach (unless the breach is unlikely to result in a risk to the rights and freedoms of any persons).]

7.3   The parties will co-ordinate and co-operate with each other to investigate any matters arising as contemplated by this clause. 

7.4 
The Processor shall take all reasonable steps to mitigate the effects and reduce the impact of any Personal Data Breach or unlawful Personal Data processing.

7.5  The Processor agrees that it shall not (and the Controller is solely responsible to):

 (a)   provide notice of the Personal Data Breach to any Data Subjects, supervisory authorities, regulators, law enforcement agencies or any other third party, except when the Processor (as opposed to the Controller) is required by law or regulation to provide such notice; and

 (b)   offer any type of remedy to affected Data Subjects.

7.6  The Processor will cover all reasonable expenses associated with the performance of its obligations under this clause 7.

8.  
Cross-border Transfers of Personal Data  

8.1 
The Processor (or any subcontractor of the Processor) shall not transfer or otherwise process Personal Data outside Ireland or the European Economic Area (EEA) without obtaining the Controller’s prior written consent (except where the Processor is required to transfer such data by Irish law and/or Union or Member State law, in which case the Processor shall inform the Controller of such legal requirement before processing takes place, unless any law prohibits such disclosure on important grounds of public interest).

8.2 
If the Controller consents to the transfer or other processing of the Personal Data outside of Ireland and/or the EEA (as the case may be) and no appropriate safeguards exist (such as an adequacy decision), the Processor and the Controller will each execute the European Commission’s Standard Contractual Clauses for the transfer of Personal Data from the European Union to processors established in third countries (controller-to-processor transfers), as set out in the Schedule to Commission Decision 2010/87/EU (“SCCs”) (or the Irish approved versions of the same as the case may be). 
[or where the Processor is based outside of Ireland/EEA delete the above and use the following]
8.1 
If the Processor is based outside of Ireland / EEA [Note: delete as appropriate] and is not established within a country for which there are relevant regulator approved safeguards in place, the Processor shall, prior to any Personal Data relating to data subjects within Ireland/ EEA [Note: Delete as appropriate] being transferred to it, execute the [Irish approved version of the] European Commission’s Standard Contractual Clauses (controller-to-processor transfers), as set out in the Schedule to Commission Decision 2010/87/EU (“SCCs”).

8.2 
If the Processor appoints subcontractors that are based outside of Ireland/EEA, the Processor shall, prior to any Personal Data being transferred to such countries, (i) ensure that such subcontractor executes the SCCs and (ii) send a copy of such executed SCCs to the Controller. 
[NOTE: THE SCCs ARE INCLUDED IN THE GDPR MODULE]

9.  
Term and Termination  

9.1   This Agreement will continue for so long as the Processor processes any Personal Data related to the Services Agreement (Term).

9.2 
If the Processor breaches this Agreement, such breach shall constitute a material breach of the Services Agreement and the Controller may terminate the Services Agreement immediately on written notice to the Processor without further liability or obligation for the Controller.

10.  
Data Return and Destruction  

10.1 The Processor will, on the request of the Controller, provide the Controller with a copy of or access to the Personal Data in its possession or control in the format and on the media reasonably specified by the Controller.

10.2 On termination or expiry of the Services Agreement, the Processor will at least 7 days prior to the date of expiry or termination ask the Controller whether the Controller wants the Personal Data to be deleted, destroyed, returned or retained and shall follow the Controller’s instructions accordingly. 
10.3 If the Processor is required by any law, regulation, or government or regulatory body to retain any documents or materials, the Processor will inform the Controller in writing of such requirement, providing details of the legal basis for retention and setting out the timings for deletion when such retention period ends. 
10.4 If the Controller requires the Processor to delete or destroy certain documents or materials or anything else containing Personal Data, the Processor shall certify in writing that it has so deleted or destroyed the Personal Data within 3 days of doing so.

11.  
Records  

11.1 The Processor will keep detailed, accurate and up-to-date written records regarding any processing of Personal Data it carries out for the Controller, using the schedule set out in Schedule 3 or in such form as the Controller may require from time to time (Records) and shall send the Records to the Controller on a monthly basis (or such other period as required by the Controller).
11.2 The Processor will ensure that the Records are sufficiently detailed to enable the Controller to confirm the Processor’s compliance with its obligations under this Agreement and Data Protection Legislation.
11.3 The Controller and the Processor shall review the information listed in the Schedules to this Agreement at least once a year to confirm their current accuracy and update them when required to reflect current practices.

[Note: The obligation to keep records pursuant to Article 30 of GDPR does not apply to Processors that employ fewer than 250 people unless (a) the processing is likely to result in a risk to the rights and freedoms of data subjects, (b) the processing is not occasional or (c) the processing includes special categories of data or relates to criminal convictions and offences. Regardless of whether it applies or not, you may want to leave these clauses in as they are to your advantage as a Data Controller.]
12.  
Audit  

12.1 The Controller (and any third-party representatives) may audit the Processor’s compliance with its obligations under this Agreement and the Processor will give the Controller (and its third-party representatives) all necessary assistance and co-operation to conduct such audits. 

12.2 If a Personal Data Breach occurs, or the Processor becomes aware of a breach of any of its obligations under this Agreement or any Data Protection Legislation, or if the Controller so requires it, the Processor will:

 (a)  
conduct its own investigation to confirm the cause of such Personal Data Breach or breach of obligations;

 (b)  
provide to the Controller a written report on the investigation including any proposals to remedy any problems identified by the investigation; and
(c)  
remedy the problems identified within 7 days of the date of the written report.

12.3 On the Controller’s written request, the Processor will audit a subcontractor’s compliance with its obligations regarding the Controller’s Personal Data and provide the Controller with the audit results.

12.4 The Processor will carry out an annual security audit (or at such other periods required by the Controller) identifying any areas of deficiency (when taking into account the scope and nature of the processing of Personal Data and the best practice technologies available at such time) and will provide the written report to the Controller. 

13.  
Warranties  

The Processor warrants and represents that:

 (a)  
its employees, subcontractors, agents and any other person or persons processing Personal Data on its behalf are reliable and trustworthy and have received the required training on the Data Protection Legislation;

 (b)  
it and anyone operating on its behalf will process the Personal Data in compliance with the Data Protection Legislation; and
 (c)  
it has no reason to believe that the Data Protection Legislation prevents it from providing any of the Services Agreement’s contracted services.
14.  
Indemnification  

14.1 The Processor agrees to indemnify and keep indemnified the Controller against all costs, claims, damages, expenses or any other liability (including reasonable professional fees) incurred by the Controller (or for which the Controller may become liable) due to any failure by the Processor or its employees, subcontractors or agents to comply with any of its obligations under this Agreement or the Data Protection Legislation.

14.2 Any limitation of liability set out in the Services Agreement will not apply to this Agreement’s indemnity.
[Note – The Processor may not agree to this. It is not required by GDPR but is obviously to your benefit, so whether the Processor will agree to it will depend on the bargaining positions and your negotiating skills]

15.  
Notice  

15.1 Any notice or other communication given to a party under or in connection with this Agreement must be in writing and delivered to:

For the Controller: [insert controller data privacy contact] at email [insert email address]
For the Processor: [insert processor data privacy contact] at email [insert email address] 
15.2 Clause 15.1 does not apply to the service of any proceedings or other documents in any legal action or, where applicable, any arbitration or other method of dispute resolution.
 16. 
Governing Law
16.1 This agreement, and any dispute or claim arising out of or in connection with it or its subject matter or formation (including non-contractual disputes or claims), shall be governed by, and construed in accordance with the law of the Republic of Ireland.

16.2 Each party irrevocably agrees that the courts of the Republic of Ireland shall have non-exclusive jurisdiction to settle any dispute or claim arising out of or in connection with this agreement or its subject matter or formation (including non-contractual disputes or claims). 
[Note: if you are in a jurisdiction other than Ireland and your processor is in that same jurisdiction, then it is sensible to change the governing law to that country. If you are not based in Ireland and your processor is based in a different country, then you may decide to use Irish law as a governing law.]
This agreement has been entered into on the date stated at the beginning of it.

 

	Signed by [insert your name or name of Director]

	 


	 



	for and on behalf of [insert your company name or delete this if you are a sole trader as you will just sign in your personal name]

	 


	Director




	Signed by [insert name of Director of Processor]

	 


	 



	for and on behalf of [insert name of Processor company]

	 


	Director




 
SCHEDULE 1
Personal Data Processing Purposes and Details
Subject matter of processing:

[Note: An example might be: “Customer data” (any personal data that the processor processes on behalf of the Controller in the course of providing services) – look at your Data Inventory/Privacy Policy to work this out]

Duration of Processing:

[Note: An example might be: The duration of the data processing until the termination of the Services Agreement in accordance with its terms]
Nature and Purpose of Processing:

[Note: An example might be: The provision of the Services to the Controller and the performance of the Processor’s obligations under the Service Agreement and this Processor Agreement or as otherwise agreed by the parties – look at your Data Inventory/Privacy Policy to work this out]
Data Subject Categories:

[Note: An example might be: Any person accessing and/or using the Services through the Controller’s account (“Users”) and any person: (1) whose personal data is stored on or collected via the Services, or (2) to whom users engage or communicate with via the Services (collectively “Subscribers”) – look at your Data inventory/Privacy Policy to work this out]
Personal Data Types:

[Note: An example might be: 
Customer Data: data relating to any purchases of goods and/or services such as name, title, billing address, delivery address email address, phone number, contact details, purchase details and card details.] 

[Look at your data Inventory/privacy Policy to work this out]
Approved Subcontractors:
	Name of Subcontractor
	Location 
	Contact details for person responsible for data protection

	
	
	

	
	
	


SCHEDULE 2
Security Measures
The technical and organizational data security measures to be taken by the Processor include:
[Insert security measures]

Note: The following resource may help in terms of the types of security your supplier should be considering:

https://www.dataprotection.ie/en/organisations/know-your-obligations/data-security-guidance
SCHEDULE 3

Records of Processing
[Note: Examples are set out in Week 1 – delete and personalise to your own operations. The mandatory record-keeping for Processors includes columns 4, 5 and 6 but as a Controller, you will also want comfort as to columns 1 to 3] 
Data Controller Data Protection Officer: [Insert name and contact details of Data Controller – if none, delete this line]
Data Controller Representative: [Insert name and contact details of Data Controller – if none, delete this line]
	
	Access, control and security
	Approved subcontractors
	Processing Purposes
	Categories of processing
	Transfers outside of EEA and safeguards
	Security measures

	Week 1
	e.g. Processor’s IT team, Finance Director, HR manager etc 
	e.g. XYZ Limited
	e.g. Sending marketing emails on behalf of data controller 
	e.g. storage, use, collection, recording, organisation, structuring, storage, adaptation or alteration, retrieval, consultation, use, disclosure by transmission, dissemination or otherwise making available, alignment or combination, restriction, erasure or destruction
	e.g. To ABC Inc, Detroit, USA, Privacy Shield certified
	e.g. Encryption, password protection, two factor authentication, sandboxing etc



	Week 2 
	
	
	
	
	
	

	Week 3
	
	
	
	
	
	

	Week 4 etc
	
	
	
	
	
	


[Note: If you are unsure about what security measures you have (or should have) in place, see:
https://www.itgovernance.eu/en-ie/cyber-essentials-ie

